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Adding A User

Admin Adding a User
1. Security.
2. Click Users.

BN D . Quick Links » Alerts » September 12, 2023 11:09:19 CT SUMMERT = Logout
Bank of North Dakota

n s Secumy

Rales
Dashboard
» Message From Bank Asof 11:08CT & & User Limit Profiles Asof 11:08CT & £+
No data to display. Security Profiles
User Audit Monitor =
3. Click Create User.
BN D s Quick Links = Aleris = September 16, 2023 13.40:18 CT SUMMERT = Logout

Bank of North Dakota

Security / Users Create User

[

« Y Filters o fitters applied

| | | | | | | | | | | | | | | |
O N N T e P P
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4. Fillin User Details.
Check mark “Copy from Existing User.”

Within the box below put % sign. This will bring up the existing users to choose from. Using
this feature will simplify this process and bring permissions and roles over.

7. Complete all mandatory fields.

8. Click Next.

9. Verify the summary screen and click Save and Verify.

10. Submit.

BND :: " Quick Links « Alerts = September 12, 2023 11:16:03 CT SUMMERT = Logout

Bank of North Dakota

Create User » 2 Pe

User Details
First Name" Last Name™ Copy From Existing User
SALLY TESTER SUMMERT2 | SUMMER TEST2
Login ID*
SALLYT
Role* Activation Date*
TESTROLE | TEST ROLE . View Role Detalls i
Department Telephone
Address” Country™ State
1200 Memorial Hwy United States of America - Morth Dakota >
City Zip Code”
Bismarck 58504
~
Fax
Email* Mobile Number* Language
sally@email.com 7015551111 English {United States) -
~ Features




Second Admin User Approval

1. The status will be New Submitted and will need to be verified by a second Admin User.

2. Security tab.

3. Choose Users.

4. View Record under Action, this will bring a summary of permission up.

5. Verify all permissions are correct.

6. Close.

7. Approve under Action.

8. The Status will change to Approved.

9. Once approved the user will receive 2 emails, one with the user ID and the second will
be the first-time password.

10. Notify BND to update the token or to send a new token to the user.
Email bndelectronic@nd.gov or call 701-328-5644.

BND — Quick Links~  Alerts~ | September12, 2023 115130 CT | SUMMERTZ~  Logout

Bank of North Dakota

Security / Users

= Y Filters status : in ( New Submitted)

| 1 | | | | 1 | | | |
O T N S [ gy gy P g e peee

T SALLYTESTER  SALLYT  ADMIN  NewSubmited  No Active SUMMERT Yes
View Record 3
View History | | | | Page 1 of 1 [ | Displaying 1 -1 of 1
Reject
Last login time September 12 2023 11:00 CT ©2022 Finastra. All rights reserved
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Modifying A User

Admin Modifying a User
1. Security.
2. Click Users.

BN D — Quick Links >  Alerts = September 16, 2023 14:28:59 CT SUMMERT » Logout
Bank of North Dakota

n Pashboard checks Mhesoges PR o

Roles
Dashboard A Widgets:
-
-~ Message From Bank Asof14:28CT 2 & User Limit Profiles As of 14:28CT & &

Mo data to display. Security Profiles

User Audit Monitor =

Choose Modify Record under Action.
Update details.

Click Next.

Click Save and Verify.

Click Submit.

N o oA W

BN D ; ] Quick Links » Alerts v September 16, 2023 14:30:37 CT SUMMERT = L ogout
Bankof North Dakota

Security / Users

« Y Filters o fiters applied

\ | 1 1 | | || || |
I e N S e [ [ Py P

SALLY TESTER  SALLYT ADMIN Approved  No Active SUMMERT  SUMMERT2 Y
: AVERTEST2  SUMMERT2  TESTROLE  Approved  No Active SALLYT SALLYT Y
View Record
VERTEST  SUMMERT  TESTROLE  Approved  Yes Active SALLYT SALLYT Y
View History
»
Suspend = E - = =
Page i of 1 Displaying 1-3 of 3




Second Admin Modifying User Verification

1. The status will be Modified Submitted and will need to be verified by a second Admin User.
2. Security tab.

3. Choose Users.

4. View Record under Action, this will bring a summary of permission up.

5. Verify the modified permissions are correct.

6. Close.

7. Approve under Action.

8. The Status will change to Approved.

BND= QuickLirks = Aleris~ | Seplomber 16, 2023 143552CT | SUMMERT2=  Logout

Bank of North Dakota

I sy

Security / Users

~ Create |
('

v Y Filters wo fiters appiiea

| | | | 1 1 | | |
e T S S [ ey e e

SALLY TESTER SALLYT ADMIN Modified Submitted ~ No Active SALLYT SUMME

View Record

VMERTEST2 SUMMERT2 TESTROLE  Approved Yes Active SALLYT SALLYT
View History

VER TEST SUMMERT TESTROLE  Approved No Active SALLYT SALLYT
Approve

[3
Reject . ’ ]
| | Page 1 of 1 | | | . Displaying 1- 3 of 3
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Suspending A User

Admin Suspending a User
1. Security.
2. Click Users.

BN D — Quick Links»  Alerts = September 16, 2023 14:44:36 CT SUMMERT2 = Logout
Bank af North Dakota

n e e i

Roles
Dashboard idgets
W
« Message From Bank Asof 14:44CT & O User Limit Profiles Asof 1444CT Z ©
No dats to display Security Profiles
User Audit Maonitor =
3. Choose Suspend under Action.
4. Status will change to Suspend Request.
5. Another Admin user will need to approve.
BN D " j Quick Links = Alerts = September 16, 2023 144326 CT SUMMERTZ2 = Logout

Bank of North Dakota

SR

Security / Users

~ Y Filters o fitters appliea

| | | | || || || || ||
O = e T

IEZRl SALLYTESTER  SALLYT ADMIN Approved  No Active SUMMERT ~ SUMMERT2 Y

Modify Recard

WERTEST2  SUMMERT2 TESTROLE  Approved  Yes Active SALLYT SALLYT Y
View Record

WERTEST  SUMMERT  TESTROLE  Approved  No Active SALLYT SALLYT Y
View History

.4
Suspend i | ;
@ | Page 1 of 1 | | | Displaying 1 -3 of 3

Reset User ' a




Second Admin Suspending User Verification

1. Security tab.

2. Choose Users.

3. Select Approve under the Action of the user being suspended.
4. Status will change to Suspended.
5

The suspended users will not be purged off in this system but do not have any access.

BN D — Quick Links >  Aleris = September 16, 2023 14:47:50 CT SUMMERT » Logout
Bank of North Dakota

Security / Users

« Y Filters Mo filters applied

E=E0 SALLYTESTER  SALLYT ADMIN Suspended  No Active SUMMERT2  SALLYT

() SUMMERTEST2 SUMMERT2 TESTROLE  Approved No Active SALLYT SALLYT
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Resetting A Password

Resetting Password

1. Security.

2. Click Users.

3. Locked user will be Disabled.

4. Under Action choose Reset User.

5. The above steps are also if user has forgotten their password.

6. Status will change to Reset User Request and need to be verified by another Admin User.
BND:= QuickLinks = Alris = | Seplomber 16,2023 145501 CT | SUMMERT2=  Logoul

Bank of North Dakota

n S ez Pavments R

Security / Users | cieate ser
» Y Filters no fitters applied

T A
| View
L

O e T L o [ e e T P T

E=El sALYTESTER  SALLYT ADMIN Approved  No Disabled ~ SALLYT SALLYT Y
Modify Record

WERTEST2 SUMMERT2 TESTROLE  Approved  Yes Active SALLYT SALLYT Y
View Record

WERTEST  SUMMERT  TESTROLE  Approved No Active SALLYT SALLYT Y
View History

13
Suspend R — 3 o e
} Page 1 of1 | | \ | Displaying 1- 3 of 3

Reset User @
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Resetting Password Approval

1. Security.

2. Click Users.

3. Under Action choose Approve for the user that is being reset.
4. Status will change to Approved and User Status will be Active.
5

Once approved the user will receive 2 emails, one with the user ID and the second will be
the first-time password.

BN D —_— Quick Links~  Alerts~ | September 16, 2023 15:01:20 CT SUMMERT =  Logout
Bank of North Dakota

Security / Users

» Y Filters o fiters applied

i
&

e o £t e e 8 St

=R sALLYTESTER  SALLYT ADMIN Reset User Request  No Disabled ~ SUMMERT2  SUMM
View Record

WERTEST2 SUMMERT2 TESTROLE  Approved No Active SALLYT SALLY
View History

VIER TEST SUMMERT TESTROLE  Approved Yes Active SALLYT SALLY

i, 4 3

Reject —_— P —
[ | | Page 1 of 1 | | | Displaying 1-3 of 3
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Audit Logs

Audit

1. Security.

2. User Audit Monitor.
3. Event Log.

BND — Quick Links»  Aleris» | September 16, 202313:5754 CT | SUMMERT =  Logout
Bank of North Dakota

n S i

Roles
Dashboard
Users
~ Message From Bank Asof 13:57CT o ¥ User Limit Profiles Asof 13:57CT & &

Mo data to display

Security Profiles

User Audit Monitor » UserAccess Log
Event Log h

Audit Filters
1. Type % and it will populate the users to choose from.
2. Choose date(s).

BN D P Quick Links = Aleris = September 16, 2023 13:57:07 CT SUMMERT « Lagout
Bank of North Dakota

n pashboard Seeuy

User Audit Monitor / Event Log A &
- Y Filters
Saved Filters User Name Last Login (This Week) =
Select Filter - Enter Keyword or % 09/11/2023 to 09/16/2023
SALLY TESTER g

Applied Filter:  Last Login : 09/11/2023... ¢
SUMMER TEST

SUMMER TEST2 E ==
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Audit Activity

The user activity will populate and can be saved as a PDF report or exported in XLS, CSV or TSV.

BND =

Bank of North Dakota

Quick Links»  Aleris = September 16, 2023 151441 CT SUMMERT »

Logout

User Audit Monitor / Event Log

« Y Filters Last Login : 09/11/2023 - 09/16/2023

09/16/20231... SUMMERT SUMMER TEST Web User SUMMER TEST Visited Event Log page Admin
09/16/2023 1... SUMMERT SUMMER TEST Web User SUMMER TEST accessed/refreshed List of Users Admin L
09/16/2023 1... SUMMERT SUMMER TEST Web User SUMMER TEST Saved/Applied changes in settings on userMst Admin £
09/16/2023 1... SUMMERT SUMMER TEST Web User SUMMER TEST Visited Users page Admin A
09/16/2023 1... SUMMERT SUMMER TEST Web User SUMMER TEST accessed/refreshed List of Users Admin L
09/16/2023 1... SUMMERT SUMMER TEST Web User SUMMER TEST Approved Users with User Name SALLY TESTER Admin A
09/16/2023 1... SUMMERT SUMMER TEST Web User SUMMER TEST Reset Users Profile SALLYT Admin F
09/16/2023 1... SUMMERT SUMMER TEST Web User SUMMER TEST Saved/Applied changes in settings on userMst Admin g
09/16/20231... SUMMERT SUMMER TEST Web User SUMMER TEST accessedirefreshed List of Users Admin L
09/16/2023 1... SUMMERT SUMMER TEST Web User SUMMER TEST Visited Users page Admin A~
September 2023 BND Direct Administration Guide 13



Audit Report

BND
L
r— Event Log Report

Bank of North Daketa .
- Report Date/Time: 09/16/2023 03:10:17 PM

Report Generated By : SUMMER TEST Financial Institution : Bank of North Dakota
Company Name : ND Test Bank
Sn User Channel User Message Madule Action Page
1 SUMMERT Wigh User SUMMER TEST Visited Event  Admin ACCESS_PAGE User Audit Monitor
Log page
2 SUMMERT Wieb User SUMMER TEST Admin LIST Users
accessed/refreshed List of Users
3 SUMMERT Wieb User SUMMER TEST Saved'Applied Admin SAVE_PREF Users
chamnges in seftings on userist
4 SUMMERT Wieb User SUMMER TEST Visited Users  Admin ACCESS_PAGE Users
page
5 SUMMERT Wigh User SUMMER TEST Admin LIST Users
accessedirefreshed List of Users
& SUMMERT Wieb User SUMMER TEST Approved Admin APPROVE Users
Users with User Name SALLY
TESTER
7 SUMMERT Wigh User SUMMER TEST Reset Users  Admin RESET_USER Users
Profile SALLYT
8 SUMMERT Wieb User SUMMER TEST Saved'Applied Admin SAVE_PREF Users
chamnges in seftings on userist
8 SUMMERT Wizh User SUMMER TEST Admin LIST Lsars
accessedrefreshed List of Users
10 SUMMERT Wieb User SUMMER TEST Visited Users  Admin ACCESS_PAGE Users
page
11 SUMMERT Wieb Client User SUMMER TEST logged  Admin LOGIN
in with CLIENTENTRY
12 SUMMERTZ Wieh User SUMMER TEST2 Admin LIST Users
accessedirefreshed List of Users
13 SUMMERTZ Wieb User SUMMER TEST2 Admin SAVE_PREF Users

Saved'Applied changes in
settings on userMst

14 SUMMERTZ Wish User SUMMER TEST2 Reset Users  Admin RESET_USER Users
Profile SALLYT
15 SUMMERT2 Wb User SUMMER TEST2 Admin SAVE_PREF Users

Saved'Applied changes in
satlings on userst

18 SUMMERT2 Wizh User SUMMER TEST2 Admin LST Lsars
accessed/refreshed List of Users

17 SUMMERT2 Wieh User SUMMER TEST2 Visited Users Admin ACCESS_PAGE Users
page

18 SUMMERTZ Wb User SUMMER TEST2 Admin LIST Users
accessed/refreshed List of Users

18 SUMMERT2 Wizh User SUMMER TEST2 Admin SAVE_PREF Lsars

Saved'Applied changes in
settings on userMst

This is an unaudited report and is for informational purposes only

Page 1 of 11
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BND=

Bank of North Dakota

Bank of North Dakota, 1200 Memorial Hwy, Bismarck, ND 58504
Local: 701.328.5644 Toll-free: 800.472.2166 ext. 328.5644
Email: bndelectronic@nd.gov





