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Logging in

1. Click on BND Secure Transfer.
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2. Enter Username and Password.

An email, phone or text notification will be sent to you with a temporary passcode.
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Bank of North Dakota

Log In

Username: = |mickey123 l
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3. Enter the One-Time Passcode sent through the Dispatch Policy method (i.e.,
email, phone or text). If you would like to change this method, go to your
personal information/account page and choose an alternate method.

4. Click Submit.

BND=

Bank of North Dakota
Enter PASSCODE
One-Time Passcode
Subject: BND Test Secure Transfer MFA Passco s
Please use the passcode belg access the Bank of North Dakota (BND) Secure Transfer system:

|
One-Time Passcode: I

If you are having issues or believe you received this email by mistake, please contact BND Operations at either (701) 328-5623 or (701) 328-5698.

Best regards
Bank of North Dakota
Multi-factor Authentication (MFA)

banknd.nd.gov



Sending and receiving files

1. Send files to BND; Choose one of the following folders:
e Cashletters_bank_to_bnd
. ReturnCashletters_bank_to_bnd

Receive files from BND; Choose one of the following folders:
o Cashletters_bnd_to_bank
e ReturnCashletters_bnd_to_bank

You can use the folders on the left-hand side or the folders in the middle.
They are the same. If you open a folder and would like to return to the home
page, click on My Folders.

—
szN Elﬂr Secure Transfer Y Filter Q Tools - anguage: EESHIIRG 2 Account
C' My Folders.
~ @ My Folders 1 Name = Size a Date & Upload Manager W
8 Cashletters bank to_bnd 1
» Completed (0)
i Cashletters bnd to bank O CashLetters_bank_to_bnd 5/12/2016 18:40:05

@ ReturnCashletters_bank_to_bnd ~ InProgress (0)
O CashLetters_bnd_to_bank 5/12/2016 18:40:05

@ RetumCashLetters_bnd_to_bank No uploads in progress
O ReturnCashLetters_bank_to_bnd 5/12/2016 18:40.09 ~ Pending (0)

No pending uploads
O ReturnCashLetters_bnd_to_bank 5/12/2016 18:40:09



2. Send a file to BND: Click on either the Cashletters_bank_to_bnd or
ReturnCashlLetters_bank_to_bnd folder.

3. Click on the File Upload icon.

BND= Secure Transfer Y Filter 3 Tools Language: 2 Account

Bank of North Dakota

(' My Folders / Cashletters_bank to_bnd

~ i My Folders Eletplaad Upload Manager W

- Cashletters_bank_to_bnd 3
» Completed (1)
@ Cashletters_bnd_to_bank
W ReturnCashletters_bank t ¥ In Progress (0)
2 :
- ReturnCashletters_bnd_tc No uploads in progress
10 tems nere to uplLoac ~  Pending (0)

Mo pending uploads

4.  This box will open.

5. Choose the file you would like to send.

o

Click Open.

PND: Secure Transfer Y Filter 2 Tools Language: 2 Account]

C MyfFolders / Cashletters bank to_bnd E ]

@ File Upload X
v il MyF 5 U -
¥ Folde GO'“ » Computer » Operatns (\\nd.gow\bond\BND-DEPT) (O) » TEST v|‘g I\ search TesT 2
B Cashletters_bank_to_bnd 4 :
Organize ~ New folder 3= v 1 e
@ CashLetters_bnd_to_bank = =
& Favorites Name Date modified Type
8 ReturnCashLetters_bank_t
I Desktop TESTFilex9_BND052605131531444 5/13/2016 3:31 PM  X9_BNDOS5260513...

- ReturnCashLetters_bnd_tc ls Downloads

L4 3 tibraries 5
2% Documents

4. Music

=, Pictures

B videos

& Computer
& Windows (C)
< import (\BNDO0526.bnd nd.gov)

= dirartnr AVIORI1SI TN 10

File name: TESTFilex9 BNDO52605131531444

- 4] ]

banknd.nd.gov



/. On the right, you will see the file In Progress.

—
BNDl= Secure Transfer Y Filter 3 Tools Language: X Account

Bark of Worth D

' My Folders / Cashletters bank to bnd K - | E HH

~ @@ MyFolders Upload Manager W

@ Cashletters_bank_to_bnd » Completed (0)
mplete

@8 Cashletters bnd to bank
¥ In Progress (1)

@ ReturnCashLetters_bank_t
TESTFile.x3 BNDO52605131531444 (1.98 MB) n

@ RetumCashletters_bnd_tc

¥ Pending (0)

No pending uploads

8. When the file has completed, it will show in the folder.

BND= Secure Transfer Y Filter X Tools _ Language: 2 Account

Bank of North Dakot

C' My Folders / Cashletters bank_to_bnd KA | E s
~ @ My Folders Name Size a Date & Upload Manager W

W CashLetters bank_to_bnd

- - »  Completed (2)
P D TESTFile.<9_BNDO52605131531444 188MB  5/16/2016 20:16:01
@ ReturnCashletters_bank_t ~ In Progress (0)
- ReturnCashletters_bnd_tc 8 No uploads in progress

¥ Pending (0)

No pending uploads



Processing files

1. Click on either the Cashletters_bnd_to_bank or ReturnCashletters_bnd_to_
bank folder.

2. Click on the file name.
3. Save the file to the location (i.e., drive, server) that will be used for processing.

BND will delete all files from the folders on the morning of the next business day.

f—
PNDF Secure Transfer Y Filter Q Tools Language: NESHWEIRG 2 Account
s

My Folders | CashLetters_bnd_to_bank

~ @ My Folders O Name a Size a Date a Upioad Manager W
8 CashLetters_bank_to_bnd

# Cashletiers_bnd_to_bank O D BKTest dat_BNDOS2605121025194 2H94KB  SM22016 18:4531 LRl )

@ RetumCashLetters_bank_to_bnd ~ In Progress (0)

8 RetumCashLetters_bnd_to_bank 2 No uploads in progress
1

~ Pending (0)

No pending uploads

4. Log out: Click Account and choose Logout. The page closes and the login
page appears.

! D? Secure Transfer Y Filter Q Tools _ Language: 2 Account

Password...

Logout

~ @ My Folders I Name a Size a Date a Upload Manager W

- CashLetters_bank_to_bnd
»  Completed (1)

@ Cashletters bnd to bank B Cashletters_bank to_bnd 5/16/2016 20:16:02
@ ReturnCashLetters_bank _t ~ In Progress (0)
I CashLetters bnd _to_bank 5/12/2016 18:45:31 .
- ReturnCashLetters_bnd_tc o Mo uploads In progress
ReturnCashLetters_bank_to_bnd 5/12/2016 18:40:05 ~ Pending (0)
No pending uploads
ReturnCashletters_bnd to_bank 5/16/2016 19:41:31

8 banknd.nd.gov



5. After a period of inactivity (approximately 15 minutes), a message appears
warning that you are about to be logged out. Click Continue to
stay connected.

Warning

You will be logged out shortly for security purposes. If you wish to remain logged in, please click Continue

below.
5
>




Changing password

1. Click on Account and choose Password.

—
FBNDE Secure Transfer Y Fiter X Tools Language: 2 Account

Password.

C' My Folders
Logout
~ il My Folders [0 Name = Size a Date a Upload Manager W
i Cashletters_bank_to_br
» Completed (0)
i Cashletters_bnd_to_bal O CashLetters_bank_to_bnd 5/23/2016 19:53:56

~ In Progress (0)

@ ReturnCashLetters_banl
O CashLetters_bnd_to_bank 5/23/2016 19:53.56
- - -~ No uploads in progress

@ ReturnCashLetters_bnd_

O ReturnCashLetters_bank_to_bnd 5/23/2016 19:53:56 ~ Pending (0)
No pending uploads
O ReturnCashLetters_bnd_to_bank 5/23/2016 19:53.56

2. Enter Username.

3. Click Next.

BND=

Bank of North Dakota

Password Reset 8.0
Welcome to the Password Reset Website.

This website will guide you through the process of resetting
your password.
Username

& texample

10 banknd.nd.gov



4. Enter Existing password.

5. Click Next.

An email, phone or text notification will be sent to you with a temporary passcode.

BND=

Bank of North Dakota

Password Reset 8.0
Please authenticate using your existing password.
Username

| texample

Existing password

| have forgotten my password.

Cancel
I >

Copyright © 2016 by SM5 PASSCODE A/S. All rights reserved

6 Enter the Passcode sent through the Dispatch Policy method (i.e., email,
phone or text). If you would like to change this method, go to your personal
information/account page and choose an alternate method.

You have three minutes to enter the Passcode before it expires.

7. Click Next,

BND=

Bank of North Dakota

Password Reset 8.0
Please authenticate using the one-time passcode sent to you.
Username

s texample

Passcode

9

Status: Sent
Remaining: 00:03:04

Cancel Next 7

|
Copyright © 2016 by SM5 PASSCO rights reserved. 1 1




8. Create and confirm new password.

e Minimum length of 10 characters

e May not contain the user first name, last name or User Login |D

» Must incorporate three of the four following complexity requirements:
o At least one numeric character
o At least one character in lowercase
o At least one character in uppercase
» At least one special character

9. Click Next.

BND=

Bank of North Dakota

Password Reset 8.0

You have been granted access. Please choose a new
password now.

Username

| | texample

New password

Confirm password

8 a8

..........| - ‘

Cancel Next

banknd.nd.gov



10. You have successfully changed the password.

11. Close the screen.

BND=

Bank of North Dakota

Password Reset 8.0

Your password has been changed successfully. 10
Username

& texample

Completed

Copyright © 2016 by SMS PASSCODE A/S. All rights reserved.
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