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Step 1: Creating a password
1.  When your account is set up, you will receive the following three emails.

Subject: BND Secure Transfer Test account created.

This is to notify you that the following BND Secure Transfer account has been created for your use. You will receive a total of three separate emails. One email with your account name, one
email with your temporary password, and a third email that has instructions on how to start using the account.

Please note: the third email may take up to 5 minutes to receive.
User Login ID: asample
Please see the second email for your temporary password.

If you have issues with your account or believe you received this email by mistake, please contact Customer Service.
Operations: (701) 328-5623 or (701) 328-5698
All Others: 800-472-2166

Best regards
Your BND Secure Transfer system
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Subject: BND Secure Transfer Test account information
| Account Sample

Here is your BND Secure Transfer account temporary password. You will receive a total of three separate emails. One email with your account name, one email with your temporary
password, and a third email that has instructions on how to start using the account.

Please note: the third email may take up te S minutes to receive.
Temporary password:
Please see the third email for further instructions.

If you have issues with your account or believe you received this email by mistake, please contact Customer Service.
Operations: (701) 328-5623 or (701) 328-5698
All Others: 800-472-2166

Best regards
Your BND Secure Transfer system
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John Dae,
PFlease complete the following required steps to successfully enroll in BND Secure Teansfer. Fleaze note: Yon will vecelve o one-thne pasecode each tdme yon log in.

1. Gao to Password Reset to reset your password. Plesse complete the Following instructions:
A Enter the User Login 1D and Temporary Password provided in the previous emasils.
B. You will be prompted to anter a one-time passcode which is sent to you via email.
C. Onee your credentials have been authenticated, you will be required to enter a new password. Password requirements ane:
&, Mirsmum length of 10 characters
b Moy ot contain the user first name, last name or User Login 1D
€. Must incorporate three of the fowr lollowing complexity reguirements:
v ALIEast O nuErIC Characner
*  Avbeast one charscted = lower case
® AT Ieast Onl CharTacied B LDRET Case
*  Atleast one special character
0. Close the browser and procesd 1o Step 2,
2. Ga 1w Multi-F Aarths ion (MFA) to complete your MPA setup.

A, Loginusing your User 1D and the passward you ereated in Step 1,

B. Change your primary (office] phone number i it is incorrect.

€, Addan optional secondary [mabile) phone number,

0. Add your required personal passcode. The persanal passcode s used in case you lock your account due to muitiple: incormect passwiord entry attemgrts. You will be able 10 2o 1o the password reset
site that you used in step 1 abowve, ard e your personal passcode to gain access to change your password and unlock your sccount, Please Nets: kesp your parsonal pazscads in a sscure
lozation. It is case sensitive and will ba requined to reset your password in the future f your account is locked.

E. Update your Dispatch Policy preference which identifies how you will receive your one-time passcode each time you log in {email will be the default).

F. Chck Save.

G. Clase the browser and proceed to Step 3.

3. You have now completed your enroliment and can comeenienthy access all links at the BND Secore Tramsfer bome page,

I wou have i5sues with your aceount or believe vou receivid this email by mistake, please contact Customer Service.
Operations: {701} 328-8623 or (T01) 325-369%
All Onhers: 800-472-2166

Best regards
Your BND Secme Toansfer sysiem
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. Click on the Password Reset link the third email.

This page will open.

Enter Username listed in the first email.
. Click Next.

[S2 YOI
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Password Reset
Welcome to the Password Reset Website.

This website will guide you through the process of resetting
your password.

Username

F-y ‘ asample

Subject: BND Secure Transfer Test account created. l

Test Example

ND Secure Transfer account has been created for your use. You will receive a total of three separate emails. One email with your account name, one
and a third email that has instructions on how to start using the account.

This is to notify you that the followi
email with your temporary pa:

Please note: the third emai

Please see the second email for your temporary password.

ake up to S minutes to receive.

If you have issues with your account or believe you received this email by mistake, please contact BND Operations at either (701) 328-5623 or (701) 328-5698.

Best regards
Your BND Secure Transfer system

Advanced Workflow Engine
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Enter the temporary password listed in the second email.
7. Click Next,

An email will be sent to you with a temporary passcode.
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Password Reset
Please authenticate using your existing password.
Username

& asample

Existing password

| have forgotten my password.

Subject: BND Secure Transfer Test account information.

Test Example

ary password. You will receive a total of three separate emails. One email with your account name, one email with your temporary

Here is your BND Secure Transfer account t:
i n how to start using the account.

password, and a third email that has instruc

Please note: the third email may take minutes to receive.

Temporary password: E
Please see the third email for further instructions.
If you have issues with vour account or believe you received this email by mistake, please contact BND Operations at either (701) 328-5623 or (701) 328-5698.

Best regards
Your BND Secure Transfer system

Advanced Workflow Engine

BND=

Bank of North Dakota




8. Enter the Passcode sentin an email.
You have three minutes to enter the passcode before it expires.

9. Click Next.
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Password Reset
Please authenticate using the one-time passcode sent to you.

Username

|  asample

Passcode

Status: Sent
Remaining: 00:02:17

Cancel Next

Subject: BND Test Secure Transfer MFA Passcode

Please use the passcode below

|
One-Time Passcode: I

If you are having issues or believe you received this email by mistake, please contact BND Operations at either (701) 328-5623 or (701) 328-5698.

cess the Bank of North Dakota (BND) Secure Transfer system:

Best regards
Bank of North Dakota
Multi-factor Authentication (MFA)

bnd.nd.gov



10. Create and confirm new password.

e Minimum length of 10 characters

* May not contain the user first name, last name or User Login ID

» Must incorporate three of the four following complexity requirements:
» At least one numeric character
o At least one character in lowercase
» At least one character in uppercase
» At least one special character

11. Click Next.
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Password Reset

You have been granted access. Please choose a new
password now.

Username

s  asample

New password
B 2000000000

10
Confirm password

Cancel NG \11



12. You have successfully changed the password.

13. Close the screen.
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Password Reset

Your password has been changed successfully. 12
Username

& asample

Completed

bnd.nd.gov



Step 2: Updating information

1. Click on the link link in the third email.
2. This page will open.
3. Enter and the new created in Step 1.

4. Click

An email will be sent to you with a temporary passcode.

Windows Security LX

Connecting to mfaselfservice.bndtestsecuretransfer.nd.gov.

| asample |

Domain: NDGOV 3
l:l Remember my credentials

No valid certificates found
Check that the card is inserted corre...

Cancel

IS
@)
~




5. Enter the sentin an email.
You have three minutes to enter the one-time passcode before it expires.

6. Click

BND

Bank of North Dakota

Enter PASSCOD' | sessee |1  login @&l |  cancel

Status: Senf - Remaining: 0:03:02

Subject: BMND Test Secure Transfer MFA Passcode

Please use the passcode belov .ccess the Bank of North Dakota (BND) Secure Transfer system:

One-Time Passcode: I I

If you are having issues or believe you received this email by mistake, please contact BND Operations at either (701) 328-5623 or (701) 328-5698.

Best regards
Bank of North Dakota
Multi-factor Authentication (MFA)



/. Verify and update information.

o Primary phone number - Verify the primary phone number.

e Secondary phone number - You have the option to add a secondary
(mobile) phone number.

e Personal Passcode - Create a personal passcode, which is used in
case you lock your account due to multiple incorrect password entry
attempts. Please keep in a secure place. It is case sensitive, must NOT
contain any spaces and must have a minimum length of 6 characters.

o Dispatch Policy - If you would like to change the method for receiving
the one-time passcode, which is required each time you log in to
the BND Secure Transfer System portal, uncheck the Controlled by
administrator and choose method.

8. Click Save.

Self-service Website

Account Sample

Usernames a
m ndgoviasample

Primary phone number

The usernames assigned to your account.

The phone number assigned to you. You may receive
ane-time passcode messages or notifications on this
phone number.

The secondary phone number assigned to you. You
may receive one-time passcode m

notifications on this phane nur
sCenarios.

The email address assigned to you. You may receive
one-time passcode messages or notifications on this
email address.

.
Secondary phone number .
Email 7 @
\
Personal Passcode Set to:
& esseed
Dispatch Policy

M Controlled by administrator
® 1 - Default Email

L] 2 - Phone Voice Message
3 - Mobile Text Message
Default Dispatch Policy

A secret Personal Passcode of own choice. If allowed
to, this passcode can be used in case of emergency for
logging in or for resetting your Windows password.

The Dispatch Policy that will be used for transmitting
one-time passcode messages or notifications to you.

11



9. Verify you receive this message - Changes have been saved.
10. Close the screen.

11. You have now completed your enrollment.

You can conveniently access all links at the BND Secure Transfer home page.
Click on the link in the third email and save the site to your favorites. The account
will be automatically deleted after 180 days of inactivity.

Self-service Website

Test Example

/ Changes have been saved.
9 Usernames . The usernames assigned to your account.

12

= ndgovitexample

Primary phone number c . The phone number assigned to you. You may receive
one-time passcode messages or notifications on this
phone number.

Secondary phone number The secondary phone number assigned to you. You
s may receive one-time passcode messages or
notifications on this phone number in failover
scenarios.

bnd.nd.gov



